Introduction
PMIPv6 QoS [1] describes an access-network-independent way to negotiate Quality of Service (QoS) for Proxy Mobile IPv6 (PMIPv6) mobility sessions. IEEE 802.11, Wi-Fi Multimedia (WMM), and Wi-Fi Multimedia -Admission Control (WMM-AC) describe ways to provide QoS for Wi-Fi traffic between the Wi-Fi Station (STA) and Access Point (AP). This document describes how QoS can be implemented in a network where the access network is based on IEEE 802.11 (Wi-Fi). It requires a mapping between QoS procedures and information elements in two segments: 1) the Wi-Fi segment and 2) the PMIPv6 segment. (See Figure 1 .) The recommendations here allow for dynamic QoS policy information per Mobile Node (MN) and session to be configured by the IEEE 802.11 access network. PMIPv6 QoS signaling between the Mobile Access Gateway (MAG) and Local Mobility Anchor (LMA) provisions the per-MN QoS policies in the MAG. Further details on policy configuration and the Policy Control Function (PCF) can be found in [1] , Section 6.1. In the IEEE 802.11 access network modeled here, the MAG is located at the AP / Wireless LAN Controller (WLC). Table 2 and DSCP-to-AC mapping as shown in Table 3 .
The rest of the document is organized as follows. Section 2 provides an overview of IEEE 802.11 QoS. Section 3 describes a mapping of QoS signaling procedures between IEEE 802.11 and PMIPv6. The mapping of parameters between IEEE 802.11 and PMIPv6 QoS is described in Section 4. There are two main types of interaction possible to provision QoS for flows that require Admission Control --one where the MN initiates the QoS request and the network provisions the resources. The second is where the network provisions resources as a result of a PMIPv6 QoS request. In the second scenario, the LMA can push the QoS configuration to the MAG. However, there is no standard way for the AP to initiate a QoS service request to the MN. Recommendations to set up QoS in both these cases are described in this section. In the use case shown in Figure 2 , the MN initiates the QoS service request.
(0) The MN establishes a session as described in steps 1-4 of Use Case 2 (MAG-Initiated QoS Service Request) in Section 3.1 of [1] . At this point, a connection with a PMIPv6 tunnel is established to the LMA. This allows the MN to start application-level signaling.
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(1) The trigger for the MN to request QoS is an upper-layer notification. This may be the result of end-to-end application signaling and setup procedures (e.g., SIP [10] ).
Since the MN is configured to start QoS signaling, it sends an ADDTS request with TSPEC and TCLAS identifying the flow for which QoS is requested.
It should be noted that WMM-AC specifications do not contain TCLAS. When TCLAS is not present, there is no direct way to derive flow-specific attributes like Traffic Selector in PMIPv6.
In this case, functionality to derive IP flow details from information in upper-layer protocols (e.g., SIP [10] ) and associate them with a subsequent QoS request may be used. This is not described further here, but it may be functionality in an Application Layer Gateway (ALG) or Deep Packet Inspection (DPI). It should be noted that an ALG or DPI can increase the complexity of the AP/MAG implementation and affect its scalability. If no TCLAS is derived, the reservation applies to all flows of the MN. Parameter mapping in this case is shown in Table 2 .
(2) If there are sufficient resources at the AP/WLC to satisfy the request, the MAG sends a PBU with QoS options, Operational Code ALLOCATE, and the Traffic Selector identifying the flow. The Traffic Selector is derived from the TCLAS to identify the flow requesting QoS. IEEE 802.11 QoS parameters in TSPEC are mapped to PMIPv6 parameters. The mapping of TCLAS to PMIPv6 is shown in Table 1 . TSPEC parameter mapping is shown in Table 4 .
If TCLAS is not present (when WMM-AC is used), TCLAS may be derived from information in upper-layer protocols (as described in step 1) and populated in the Traffic Selector. If TCLAS cannot be derived, the Traffic Selector field is not included in the QoS options.
(3) The LMA obtains the authorized QoS for the flow and responds to the MAG with Operational Code set to RESPONSE. Mapping of PMIPv6 to IEEE 802.11 TCLAS is shown in Table 1 , and mapping of TSPEC parameters is shown in Table 4 . Table 4 . This is still a rejection, but the MN may revise the QoS to a lower level and repeat this sequence if the application can adapt.
-if LMA cannot meet the QoS service request, ResultCode is set to TCLAS_RESOURCES_EXHAUSTED.
Either REJECTED_WITH_SUGGESTED_CHANGES or TCLAS_RESOURCES_EXHAUSTED results in the rejection of the QoS reservation, but it does not cause the removal of the session itself.
Kaippallimalil, et al. When TCLAS is not present, the MAG should de-allocate all flows with the same access category as indicated in the DELTS Request.
In the typical case, if the client does not support TCLAS and only MN-initiated QoS Service requests are supported, then the MAG will have at most one QoS Service request per access category.
(4) LMA receives the PBU and releases local resources. The LMA then responds with a PBA.
It should be noted that steps 3 and 4 can proceed independently of the DELTS Response (step 2).
LMA-Initiated QoS Service Request

LMA-Initiated QoS Reservation Request
This section describes the case when the QoS service request is initiated by the LMA. For example, an application such as voice may request the network to initiate configuration of additional QoS policy as in [8] , Section 7.4.2. In the current WLAN specifications, there is no standard-defined way for the AP to initiate a QoS service request to the MN. As a result, when the MAG receives a QoS request from the LMA, it does not have any standard mechanisms to initiate any QoS requests to the MN over the access network. Given this, the PMIPv6 QoS service requests and any potential WLAN service requests (such as described in Section 3.1) are handled asynchronously.
The PMIPv6 QoS service requests and WLAN QoS service request could still be coordinated to provide an end-to-end QoS. If the MAG receives an Update Notification (UPN) request from the LMA to reserve QoS resources for which it has no corresponding QoS request from the MN, the MAG may, in consultation with the AP, provision a policy that can grant a subsequent QoS request from the MN. The network-initiated QoS service request scenario poses some challenges outlined here. IEEE 802.11 does not provide any mechanisms for the AP to initiate a QoS request. As a result, the AP/MAG cannot explicitly make any reservations in response to a QoS reservation request made using UPN. IEEE 802.11aa [5] (which is an amendment to IEEE 802.11) has a mechanism that enables the AP to ask the client to reserve QoS for a traffic stream. It does this via the ADDTS Reserve Request. The ADDTS Reserve Request contains a TSPEC, an optional TCLAS, and a mandatory stream identifier. The specification does not describe how the AP would obtain such a stream identifier. As a result, there needs to be a new higher-layer protocol defined that is understood by the MN and AP and that provides a common stream identifier to both ends. Alternately, the IEEE 802.11aa specification could be modified to make the usage optional. When (or if) the stream identifier is made optional, the TCLAS can provide information about the traffic stream.
Appendix A outlines a protocol sequence with PMIPv6 UPN / Update Notification Acknowledgement (UPA) if the above IEEE 802.11aa issues can be resolved. (a) Bandwidth parameters described in Section 4.3 apply to all flows of the MN. This is not a preferred mode of operation if the LMA performs reservation for a single flow, e.g., a voice flow identified by an IP 5-tuple.
(b) The IP flow for which the MN requests reservation is derived outof-band. For example, the AP/MAG observes application-level signaling (e.g., SIP [10] ) or session-level signaling (e.g., 3GPP WLCP (WLAN Control Protocol) [7] ), associates subsequent ADDTS requests using heuristics, and then derives the IP flow / Traffic Selector field. 
QoS Class
Security Considerations
This document describes mapping of PMIPv6 QoS parameters to IEEE 802.11 QoS parameters. Thus, the security in the WLAN and PMIPv6 signaling segments and the functional entities that map the two protocols need to be considered. IEEE 802.11 [3] provides the means to secure management frames that are used for ADDTS and DELTS. The PMIPv6 specification [9] recommends using IPsec and IKEv2 to secure protocol messages. The security of the node(s) that implement the QoS mapping functionality should be considered in actual deployments.
The QoS mappings themselves do not introduce additional security concerns.
